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Abstract 

Online social networks (OSN) have made it possible for individuals to actively participate in virtual 

communities and exchange information, ideas, and other forms of self-expression with people who have 

similar interests as they do. But as OSN has grown, the social realm has also become more 

commercialized, raising questions about users' security and privacy. OSN service providers frequently 

gather private and sensitive information from their users, which may be accessed and used improperly 

by unauthorized users or other parties. In order to help users stay safe when using social media, this 

article outlines typical security and privacy vulnerabilities pertaining to OSN, present popular online 

social networks with active users and also present the leading countries based on the number of Facebook 

users. 
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Introduction 

Social media platforms, such as online social networks (OSN), allow for communication and the creation 

of virtual communities between data owners (also known as data generators) and end users. OSN are 

online platforms used by end users to form social connections with others who have similar interests, 

activities, or real-life connections. These connections, or relationships, are represented as nodes (users, 

organizations, groups, etc.) and edges (the relationships between the nodes) in a social graph. There are 

many different types of social networking services available on the internet Ikram et al. (2018). 

The primary purpose of online social networks (OSNs) is to enable users to share content with as many 

people as possible. Examples of OSNs include Facebook, Twitter, and LinkedIn, and users often publish 

updates about their daily activities on these platforms. However, some of the information that is shared 

can be private and should not be made public. For example, users may post updates about their personal 

lives or share photos and videos through OSNs. Many OSN users also use smartphones to capture and 

share images and videos on these platforms. When users share content on online social networks (OSN), 

such as photographs or videos, it may contain metadata and location information. While OSN service 

providers may collect this data to personalize their services for users, it can also be used for commercial 

purposes and shared with third parties, leading to privacy breaches. This information can be exploited 

by malicious users to invade an individual's privacy. Information retrieval and data privacy are two 

important areas in computer science that serve different purposes. Information retrieval involves 

techniques for extracting data and providing organizations with tools for analyzing and making decisions 

based on this information. Data privacy, on the other hand, focuses on protecting data from unauthorized 
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and malicious access that could reveal, alter, attack, or destroy the data stored or shared online. 

Researchers in the field of information retrieval may not always consider privacy issues when developing 

solutions for information management, while those working on data privacy may limit information 

retrieval techniques in order to protect sensitive data from adversaries who seek personal information. 

The rise of social media and the increasing use of online social networks (OSN) for communication has 

made more sensitive information about individuals available online. While not all data shared through 

OSNs is sensitive, some users do post personal information publicly, which can potentially lead to the 

disclosure of their privacy. When publicly available data can be traced and linked to a user's activities, 

their privacy is at greater risk as sensitive information can be mined and extracted from it. The concept 

of privacy can vary depending on the context and the sensitivity of the shared content. According to 

Mario et al. (2018), it is important to protect the value of data in order to maintain the integrity of the 

context in which it is shared online. While information gathered from social media for analysis purposes 

may not always be intentional or relevant, it can still be linked to a person's private activities, such as 

their religion or political affiliations (Davison et al., 2012). Therefore, it is important to consider the 

privacy implications of collecting and using this data. 

 

Privacy and Security Threats in OSNs 

User-generated content on social media can include a range of information, such as users' experiences, 

opinions, and knowledge, as well as private data such as names, gender, location, and personal photos 

(Taddicken et al., 2014). It is important to note that this information, once shared online, is 

electronically stored and can be permanent, replicable, and reshared. Online social network (OSN) users 

often face challenges in managing their social identity while also maintaining their social privacy. The 

widespread use of social media has led to an estimated of more than 2.95 billion active users worldwide 

by 2022 (https://www.statista.com/topics/1164/social-networks/). Figure1 shows the total number 

of active users on various popular social media networks. 

 
Figure 1: Total number of active users on various popular social media networks in millions 

(https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/) 

https://www.statista.com/topics/1164/social-networks/
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Figure 2: Number of monthly active Facebook users worldwide as of 3rd quarter 2022 

(https://www.statista.com/statistics/264810/number-of-monthly-active-facebook-users-worldwide/) in millions 

 

As of the third quarter of 2022, Facebook had over 2.96 billion monthly active users, making it the most 

popular online social network globally. It took the site just over 13 years to achieve two billion active 

users, which was reached in the second quarter of 2017. In contrast, it took 11.2 years for Instagram, 

owned by Meta, and little over 14 years for YouTube, owned by Google. As of January 2022, India had 

the largest following on Facebook, with approximately 330 million members, followed by the United 

States, with about 180 million users approximately and Nigeria is number 18 as shown in figure 3 below 

with about 26 million facebook users.  

 
Figure 3: Leading countries based on number of facebook users (https://www.statista.com/statistics/268136/top-

15-countries-based-on-number-of-facebook-users/) as of january 2022 in millions. 

https://www.statista.com/statistics/264810/number-of-monthly-active-facebook-users-worldwide/
https://www.statista.com/statistics/268136/top-15-countries-based-on-number-of-facebook-users/
https://www.statista.com/statistics/268136/top-15-countries-based-on-number-of-facebook-users/
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Given the large number of users of online social networks (OSN) globally, privacy is a significant and 

pressing issue. OSN can foster various privacy concerns, such as surveillance, in which the social sphere 

becomes commercialized and OSN service providers monitor user actions for market force access 

control. Standard online social networks (OSN) may share users' personal data with third parties for 

advertisement purposes, which can be exploited (Shaukat et al., 2018). Additionally, when users browse 

OSN sites, they leave digital footprints that can be used for commercial purposes and user profiling. 

Social networking tools have transformed the way we communicate in our personal and professional 

lives, but they also pose significant risks to privacy and security. These tools have become an important 

part of both our social and business lives, but it is important to be aware of the potential risks they may 

pose. Due to the high number of users who regularly access online social networks (OSN), they have 

become a particularly attractive target for attackers in recent years. The widespread use of social media 

has also made online users more vulnerable to privacy and security threats. There are two categories of 

threats that online social network (OSN) users face: classic threats and modern threats. Classic threats 

are online threats that affect not only OSN users, but also other online users who do not use OSN. The 

second type of threats, modern threats, are specifically related to the use of online social networks (OSN) 

and the potential for the OSN infrastructure to compromise user privacy and security (Fire et al., 2014). 

A 2016 report from NopSec, the State Vulnerability Risk Management Report 

(http://info.nopsec.com), found that organizations often use inadequate risk evaluation scoring systems 

that do not take into account the potential risks posed by social media. The report noted that social media 

platforms are among the top types of platforms for cybersecurity, yet they are often not included in risk 

evaluation scoring systems. 

 

Classic Threats 

Classic threats, such as spam (Soumya and Revathy, 2018), malware (Mohit et al., 2018), phishing (Alam 

et al., 2016), and cross-site scripting (XSS) attacks (Nithya et al., 2015), have been a concern since the 

early days of the internet. While researchers and industries have worked to address these threats, they 

can still spread quickly through online social networks (OSN) and be used to extract personal information 

from users. This can not only target the intended victims, but also their peers by using private attributes 

to tailor the threat. 

 

Malware 

Malware, short for malicious software, is any software that is designed to intrude on a computer and 

access private content. Malware attacks on social networks can be particularly effective because of the 

structure of online social networks (OSN) and the interactions among users. In the worst cases, malware 

can access users' login credentials and impersonate them in order to send messages to their peers. For 

example, the Koobface malware was spread through OSN platforms such as MySpace, Facebook, and 

Twitter, and was used to collect login credentials and turn the infected computer into a part of a botnet 

(Baltazar et al., 2018) Online social networks (OSN) can serve various purposes, such as marketing and 

entertainment, but they can also expose users to harmful activities. Fraud and the propagation of malware 

are criminal actions in which users are tricked into accessing a URL and running malicious code on their 

computer (Alghamdi et al., 2018). 

 

http://info.nopsec.com/
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Phishing Attacks 

Phishing is a type of fraudulent attack in which the attacker obtains personal information from a user by 

pretending to be a trustworthy third party through a fake or stolen identity. For instance, in an attack 

attributed to the Chinese government, senior military officials from the U.K. and U.S. were tricked into 

becoming Facebook friends with someone impersonating U.S. Navy Admiral James Stavridis (Protalinski 

et al., 2018). Social media platforms have also been used by phishers posing as other people in many 

instances (Miller et al., Vishwanath et al., 2018). 

 

Spam Attacks 

Spam messages are unwanted messages that can come in the form of wall posts or instant messages on 

online social networks (OSN). Spam on OSN is more dangerous than traditional email spam because 

users tend to spend more time on these platforms. Spam messages often contain advertisements or 

malicious links that can lead to phishing or malware sites. Spam can originate from fake profiles or spam 

applications, and fake profiles may be created in the name of a popular person in order to spread spam 

(Soumya and Revathy, 2018). Spam messages can originate from compromised accounts and spamming 

bots (Egele et al., 2017), but most spam is spread through compromised accounts. To prevent spam 

from reaching its intended targets, spam-filtering approaches are used to detect malicious messages or 

URLs in a message and filter them out before delivery. 

 

Modern Threats 

Modern threats are typically specific to online social networks (OSN) and often involve the goal of 

obtaining private information about users and their friends. For example, an attacker may want to know 

about a user's current employer information. If a user has their privacy settings on their Facebook account 

set to public, their information can be easily viewed by anyone. However, if they have a customized 

privacy setting that only allows their friends to view their information, the attacker can create a fake 

Facebook profile and send a friend request to the targeted user in an attempt to gain access. Once the 

friendship request is accepted, the attacker can access the user's information. The attacker may also use 

an inference attack to collect personal information from the publicly available content of the user's 

friends. 

 

Clickjacking 

A user-interface redress attack, often referred to as lickjacking, is a harmful tactic that deceives web users 

into clicking on something other from what they intended to. Attackers that utilise clickjacking 

techniques on online social networks (OSN) might trick people into posting garbage on their timelines 

and unintentionally requesting likes on specific links. Attackers may even be able to capture a user's 

activity using the computer's hardware, such as the microphone and camera, in clickjacking assaults 

(Lundeen et al., 2018). 

 

Fake Profiles 

The establishment of false profiles is a frequent method of assault on social networks. In this kind of 

attack, an attacker sets up an account on a social network using fictitious information and sends messages 

to verified individuals. The attacker delivers spam to users who have requested to be friends with them. 
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Fake profiles are frequently automated or semi-automatic and made to look like real profiles. A false 

profile's objective is to gather confidential data from online social networks (OSN) that is only visible to 

friends in order to spread it as spam. 

 

Information Leakage 

The main purpose of social media is to freely share and trade information with peers. Some users 

voluntarily divulge their private information, including health-related information. Unfortunately, some 

of them divulge a little bit too much private information about goods, projects, businesses, or other types 

of private information. Sharing such private and delicate information could have detrimental effects on 

OSN users. As an illustration, an insurance provider may use OSN data to categorise users as dangerous 

customers (Soumya and Revathy, 2018). 

 

Location Leakage 

Data leakage is a form of threat that includes location leaking. There is a trend among users to use mobile 

devices to access social networks. Apps are typically used to connect a mobile device to an online source. 

The new privacy risk of location leakage is introduced by the use of mobile devices for online access. 

Users are more likely to share their location while using mobile devices for online access (Soumya and 

Revathy, 2018). As a result, attackers may utilise the disclosure of geographic information on social 

networking sites to attack users. 

 

Features In Social-Networking Sites 

All of the contemporary social networking services are web-based and run through the internet. Through 

a centralised access management system, content is kept on cloud storage. Anywhere with an Internet 

connection and a web browser can access these contents. 

• Users of OSN must construct public profiles for social networking sites in accordance with their 

predefined formats. The main purpose of this profile information is to authenticate users entering the 

social networking site. 

By connecting a user's profile with that of other users who have comparable profile information, almost 

all of the social networking platforms currently in use assist users in establishing social connections with 

other users. 

• The fact that user-generated material is used by existing OSNs for commercial gain is an intriguing 

aspect of these networks. 

At the moment, a large number of users use their mobile phones for social networking. Apps are typically 

employed for this purpose. Anybody with access to a mobile device can use any app that is loaded on it. 

Therefore, any app that is installed on a user's mobile device needs to be protected with a 

strong password. 

 

Recommendations 

Online social networks (OSNs) are websites or apps that allow users to connect with each other and 

share information, such as posts, photos, and videos. While these platforms can be useful for staying in 

touch with friends and family, they also have a number of privacy and security concerns. For example, 

the information that users share on OSNs could potentially end up in the wrong hands, or be combined 
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with other public datasets to reveal even more private information. In order to protect their privacy, 

OSN users should take a number of precautions, such as verifying their privacy settings, being careful 

about what personal information they share, keeping their location information private, installing 

antivirus and antispyware software, and uninstalling third-party applications. By taking these steps, users 

can reduce the risk of their information being misused or accessed by unauthorized parties. 

 

Conclusions 

There are many advantages to social media, but these advantages have also led to some issues, according 

to OSNs. Social media's primary issues centre on user data as well as security and privacy. OSN service 

providers, unauthorised users, or other parties who use OSN data for their business activities could be 

to blame for these issues. Several privacy and security issues involving OSN users, data from OSN service 

providers, and outside data collectors are discussed in this article. The study's main objective was to 

educate OSN users about these issues and provide them with advice on how to stay clear of them 

whenever they use social media. A significant amount of private and personal data has been produced as 

a result of social networks' steadily growing user base. However, as social networks have expanded, so 

have the security risks they face, posing a serious risk to user privacy. It's crucial to address these security 

threats by properly understanding the problems and having constructive discussions to come up with 

solutions. 
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