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ABSTRACT 

Biometric authentication is rapidly growing as a means of personal 

identification in automated teller machine(ATM) authentication systems. 

Conventional identification method with ATM is facing a serious challenge 

which results into increase in criminal cases such as ATM fraud. The need for 

a secured and accurate means of identification and verification is becoming 

unavoidable as a result of exponential growth rate in electronic transactions. 

In this study, a security system using radio frequency identification (RFID) and 

fingerprint was carried out. A microcontroller (AT89S52) compares two signals 

from the user radio frequency identification and fingerprints. If the two signals 

correctly match the pre-stored database, the microcontroller provides the 

needed control signal to continue the transaction on the automated teller 

machine, otherwise access will be denied, irrespective of the location. This 

system can be deployed into ATM system to enhanced security because of the 

uniqueness of fingerprints. Evaluation results obtained showed that fingerprint 

based method of authentication has high level of security. The results obtained 

confirmed that the fingerprint based ATM system could significantly reduce 

ATM fraud if not totally eradicated. 
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INTRODUCTION 

An automated teller machine (ATM) is an electronic device that allows a bank 

customer to make cash withdrawal, transfer, check their account balances 

among other functions. The existing self-banking system has got very high 

popularity with 24 hours’ service. ATM is activated by placing card, and then 

entering of personal identification number (PIN) of the particular card. But this 

practice is not totally safe to use because anybody can have access to the system 

if they have the card and PIN, like we shared our card and PIN code to our 

friends who may misuse it. This is the main disadvantage of the existing 

traditional ATM system. Using ATM card and password alone cannot verify 

client’s identity accurately. Currently, use of fingerprint in combination with 

password authentication has offered a better means to verify user’s identity 

which makes the ATM system to be more secured. 

Fingerprint technology is the most widely accepted and mature biometric 

method and is the easiest to deploy for a high level of security. It is simple to 

install, use and takes little time and effort to acquire one’s fingerprint with a 

fingerprint identification device. Nowadays, crimes at ATMs have become a 

critical issue. Security of customer’s account is no longer guaranteed by PIN 

alone. To enhance security and authentication of the customer’s account, the 

concept of using fingerprint of the customer as password is proposed, since 

biometric fingerprint of each an individual is unique in order to eliminate 

criminal activities. 

In this fingerprint based ATM system, the customer places his/her finger on the 

fingerprint module, then the system verifies and identifies the fingerprint and 

gives accurate result of whether it is valid or not. In this way criminal activities 

can be eliminated and the user’s account secured. 

 

LITERATURE REVIEW 

In recent years, bank introduces automated teller machine (ATM) to help 

customers withdraw cash, transfer, check account balance among other 

functions using card for convenience and to save time. Customers felt happy as 

they will not waste time to withdraw cash but this traditional ATM system has 

one major disadvantage of not totally secured. Smart cards can be stolen and 

password can be shared, hacked or accidentally observed by third party making 
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the system to be vulnerable to criminal activities (Mathew, Mohammed, 

Muhammed, & Mohammed, 2019). Thus the need for a better system to secured 

customer’s account such as fingerprint based ATM system. 

Automated teller machine has always been a popular target for criminals 

looking for means to quickly steal money (Farooq, Ul Hassan, Amar, Hanif, & 

and Asad, 2014).The fingerprint minutiae features are different for each 

individual (Jathumithran, et al., 2018). There is no worry of losing ATM card 

and no need to carry ATM card always. The author (Jathumithran, et al., 2018) 

observes that fingerprint technology performs better and safer than other 

technologies. It is the most promising technology for electronic transaction.  

In conventional security system, there is either an RFID system or a password 

based system (Gynanendra & & Pawan, 2010). However, there is a greater 

chance to break such one stage security system. To improve such systems, a 

multistage security system consisting of fingerprint in combination with RFID 

technology can be used. Verification has to be carried out without which the 

system will not provide access and a notification will be send to the authorized 

person. Crime at ATM has become a critical challenge not only to customers 

but also to bank operators (Ramrakhyani, Meshram, Chandani, Gothe, & Jha, 

2017). Skimming is the commonest type of ATM fraud (Ramrakhyani, 

Meshram, Chandani, Gothe, & Jha, 2017) in which the skimmer attachment 

(device) collects card number and PIN code and other details stored on the 

card’s magnetic strip which are then replicated into counterfeit cards. PIN code 

of account users is a confidential information needed to protect user’s account 

but those PIN numbers can easily be hacked (Bhuvaneshwari & shree, 2019). 

Biometric technology provides strong and indisputable authentication (Ashish 

& Mahip, 2014) because biometric data are unique. If images of fingerprint are 

shoddy, it will result into missing features leading to poor performance of 

fingerprint system (Ojha, 2015). Hence, it is crucial for a fingerprint 

identification system to verify the quality and validity of the image captured. 

 

METHODOLOGY 

Accessing ATM system using PIN code has become less secure because they 

can easily be hacked or shared with friends among other reasons. To overcome 

this challenge, biometric technology has to be deployed. Fingerprint technology 
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in particular can provide a better secured and reliable user authentication 

system, which allows electronic transaction via the use of fingerprint. After 

fingerprint verification, the user will be allowed to proceed with the transaction. 

However, in a case of three consecutive failed attempt, the account will be 

blocked. This system consists of both hardware components and software. 

Hardware Design 

The embedded fingerprint based ATM security system is designed to improve 

the existing ATM system. Interconnection of key modules of the system is as 

shown in fig. 1 

 

 

 

 

 

 

 

 

 

 
 

 

Microcontroller AT89S52 

The AT89S52 is an 8-bit CMOS microcontroller with 8K as Flash memory and 

256 bytes of RAM. The microcontroller has 32 I/O pins comprising of three 16-

bit timers, external interrupts, full-duplex serial port, on-chip oscillator and 

clock circuitry as shown in fig. 2. The Microcontroller has Operating mode, Idle 

Mode and Power down mode which makes it applicable for battery operated 

applications. 
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Figure 1: overview of the ATM security system 
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Figure 2: AT89S52 Microcontroller 

Source: Proteus 8 professional software 

Programming of the microcontroller is done using an IDE (Integrated 

Development Environment). 

 

POWER SUPPLY UNIT 

The power supply unit is needed to convert AC supply to DC. A 230V , 50Hz 

single phase supply is converted to DC voltage using a bridge rectifier. The 

converted pulsating DC voltage is filtered by a 200𝜇𝐹 capacitor and then send 

to 7805 voltage regulator to obtain constant voltage of 5𝑉 as shown in fig. 3. 

 

Figure 3: Circuit Diagram of Power supply Unit 

Source: Designed with Proteus Software 

 

Fingerprint Module (R305) 

Fingerprint sensor module is used to verify user’s identity. It can store and 

identify up to 2500 fingerprints, the light passes through a specially designed 

plate and shines the finger above the plate as shown in fig. 4. The scattered light 
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from the finger and output electrical signal are received by the internal sensor. 

Processing of image signal is done by the microcontroller with a unique 

algorithm to for fingerprint sampling and identification. 

                                           
Figure 4: Fingerprint sensor module (R305) 

Source: https://www.bestmodulescorp.com 

 

SOFTWARE DESIGN 

The fingerprint based ATM system is programmed in C language with AVR 

studio as shown in the flowchart depicted in fig 5. 
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SIMULATION RESULTS 

The fingerprint based ATM system is designed such that access can be 

controlled using fingerprint authentication. Simulation results obtained for the 

control access system is as shown in fig. 6 

Figure 5: Flow chart of the Fingerprint based ATM system 
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https://www.electroschematics.com/wp-content/uploads/2015/05/fingerprint-modules.png
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Figure 6: RFID and Finger print based Access control system 

 
Figure 7: Welcome screen for the fingerprint based access control system 

The schematic diagram in figure 6 depicts the interfacing of each component 

with microcontroller. A user can access the system after fingerprint 

authentication. The user’s fingerprint is compared with the already stored 

fingerprint (database) for authentication. If the fingerprint matches with the 

initial stored data, then the cash box/door is opened, otherwise the security 

system denies the operation and sound the buzzer 
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CONCLUSION  

The proposed ATM system centres is based on the use of fingerprint as a means 

of authorization for access control. This system has a high level of security 

which minimize ATM crimes/fraud if not totally eliminated. The system can be 

adopted for all bank to curb all forms of criminal activities. The whole system 

was built using the technology of embedded system which makes it to be safe, 

efficient and secured.  

 

RECOMMENDATION 

For future work, the system authentication can be more enhance using multi 

biometric security system such as face recognition, iris in combination with 

fingerprint to improve the level of security 
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