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ABSTRACT:  

Signature verification is an important biometric technique that aims to detect 

whether a given signature is forged or genuine. It is essential in preventing 

falsification of documents in numerous financial, legal, and other commercial 

settings. The fact that the signature is widely used as a means of personal 

verification emphasizes the need for an automatic verification system because 

of the unfortunate side-effect of being easily abused by those who would feign 

the identification or intent of an individual. Offline systems work on the scanned 

image of a signature. In this paper, we present a method for Offline Verification 

of signatures using a set of simple shape based geometric features. The system 

was initially trained using a database of signatures obtained from those 

individuals whose signatures have to be authenticated by the system. Before 

extracting the features, preprocessing of a scanned image is necessary to isolate 

the signature part and to remove any spurious noise present and finally the 

signature is being verified by the system whether it is valid or invalid. 

 

Keyword: Biometrics authentication, Convolutional Neural Network, Signature 

verification. 

 

INTRODUCTION 

Biometric authentication is the process of verifying the identity of individuals 

based on their unique biological characteristics. It has become a ubiquitous 

standard for access to high security systems. Current methods in machine 

learning and statistics have allowed for the reliable automation of many of these 
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tasks (face verification, fingerprinting, iris recognition). Among the numerous 

tasks used for biometric authentication is signature verification, which aims to 

detect whether a given signature is genuine or forged. 

Signature verification is essential in preventing falsification of documents in 

numerous financial, legal, and other commercial settings. The task presents 

several unique difficulties: high intra-class variability (an individual’s signature 

may vary greatly day-to-day), large temporal variation (signature may change 

completely over time), and high inter-class similarity (forgeries, by nature, 

attempt to be as indistinguishable from genuine signatures as possible). 

The architecture of CNN consists of 4 layers which are: Signature Acquisition, 

Preprocessing, Feature Extraction and Classification stage such that each layer 

performs a simple computation starting at the raw image pixels and feeds the 

result to the next layer to the final. 

There exist two types of signature verification: online and offline. Online 

verification requires an electronic signing system which provides data such as 

the pen’s position, azimuth/altitude angle, and pressure at each time-step of the 

signing. By contrast, offline verification uses solely 2D visual (pixel) data 

acquired from scanning signed documents. While online systems provide more 

information to verify identity, they are less versatile and can only be used in 

certain contexts (e.g. transaction authorization) because they require specific 

input systems.   

Signature forgery have become one of the major problems encountered in the 

financial and commercial sectors. The introduction of an offline signature 

recognition system will help to detect whether a given signature is genuine or 

forged. The aim of this paper is to develop an offline signature verification 

system using Convolutional Neural Network (CNN) and also to detect whether 

the signature is genuine or forged, to verify the authenticity of a given signature 

and also to authenticate documents based on the owner’s handwritten signature. 

 

REVIEW OF RLATED WORKS 

Signature has been a distinguishing feature for person identification through 

ages. Signatures for long have been used for automatic clearing of cheques in 

the banking industry. Despite an increasing number of electronic alternatives to 

paper cheques, fraud perpetrated at financial institutions all over the world has 
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become a national epidemic. Since commercial banks pay little attention to 

verifying signatures on cheques mainly due to the number of cheques that are 

processed daily, a system capable of screening casual forgeries will prove 

beneficial. Most forged cheques contain forgeries of this type.  

Approaches to signature verification fall into two categories according to the 

acquisition of the data: On-line and Off-line. On-line data records the motion 

of the stylus while the signature is produced, and includes location, and possibly 

velocity, acceleration and pen pressure, as functions of time. Online systems 

use this information captured during acquisition. These dynamic characteristics 

are specific to each individual and sufficiently stable as well as repetitive. Off-

line data is a 2-D image of the signature. Processing Off-line is complex due to 

the absence of stable dynamic characteristics. Difficulty also lies in the fact that 

it is hard to segment signature strokes due to highly stylish and unconventional 

writing styles. The non-repetitive nature of variation of the signatures, because 

of age, illness, geographic location and perhaps to some extent the emotional 

state of the person, accentuates the problem [1]. All these coupled together 

cause large intra-personal variation. 

A robust system has to be designed which should not only be able to consider 

these factors but also detect various types of forgeries. Signature is a special 

case of handwriting that can be considered as an image [2]. There is a growing 

interest in the area of signature recognition and verification (SRVS) since it is 

one of the important ways to identify a person. Recognition is finding the 

identification of the signature owner. A Convolutional neural network (CNN) 

is a specific type of artificial neural network that uses perceptron, a machine 

learning unit algorithm, for supervised learning, to analyze data. CNNs apply 

to apply to image processing, natural language processing and other kinds of 

cognitive tasks. A convolutional neural network is also known as ConvNet [3].  

Like other kinds of artificial neural networks, a convolutional neural network 

has an input layer, an output layer and various hidden layers. Some of this layers 

are convolutional, using a mathematical model to pass on results to successive 

layers. This simulates some of the actions in the human visual cortex. CNNs are 

a fundamental example of deep learning, where a more sophisticated model 

pushes the evolution of artificial intelligence by offering systems that simulate 

different types of biological human brain activity. Forgery involves a false 
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document signature or other imitation of an object of value used with the intent 

to deceive another [4]. Forgery is sub-divided into three categories: Skilled 

forgery, Unskilled forgery and Random forgery [5]. 

 

SYSTEM DESIGN AND ANALYSIS 

For implementation of signature verification, a database of about 5 individuals’ 

actual signatures and also their forged signatures are required. Figure 1 

describes the algorithm of signature verification process. CNN uses four stages: 

Signature acquisition is the first stage where the signature is made on paper. 

This requires specifying the resolution, image type and format to be used in 

scanning each image. The sheet on which signature is made is provided to 

scanner which gives scanned image of the signature. The next stage is the 

preprocessing stage, at this stage the signature have to go through different 

processes like image binarization, width normalization, noise reduction, 

background elimination and thinning. The main advantage of the preprocessing 

stage is to make signatures standard and ready for the feature extraction stage 

which is the next stage. The feature extraction stage is useful when image sizes 

are large and a reduced feature representation is required to quickly complete 

tasks such as image matching and retrieval. The final stage is the signature 

verification/classification phase which is used to compare the test image with 

stored image in the data base images using extracted features and to decide 

whether the test image is original signature of the writer or forged. 

The algorithm developed for the system is as stated below:  

1. Acquire the Signature images. 

2. Enhance image to remove noise and blurring. 

3. Extract the various features. 

4. Use these features to train the system using Feed Forward neural network. 

5. Employ unknown Signature image to extract its features. 

6. Perform the pattern matching with data set. 

7. Do the classification 

8. Take decision as originals or forged. 
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Figure1: Block diagram of the training phase. 
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Figure 2: Block diagram of the testing       phase. 

 

 
Figure 3: Algorithm of signature verification process. 

  

Preprocessing 

Feature Extraction 

Enrollment 

Output 

Image Acquisition 

Match Signatures 

Verify Signature 



 

 

          International Journal of Engineering and Technology Research  

                     Published by Cambridge Research and Publications 

 

                                                                  IJETR ISSN-2329-7309 (Print) 

 

 

201 

Vol. 21 No.5 

June, 2021. 

RESULTS AND ANALYSIS 

The data base of about 100 signatures was tested. The precision of signature 

verification systems can be expressed by two types of error: False Acceptance 

Ratio (FAR): The false acceptance ratio is given by the number of fake 

signatures accepted by the system with respect to the total number of 

comparisons made. False Rejection Ratio (FRR): The false rejection ratio is the 

total number of genuine signatures rejected by the system with respect to the 

total number of comparisons made. Both FAR and FRR depend on the threshold 

variance parameter taken to decide the genuineness of an image. If we choose 

a high threshold variance then the FRR is reduced, but at the same time the FAR 

also increases. If we choose a low threshold variance then the FAR is reduced, 

but at the same time the FRR also increases. The network was tested and it was 

capable of classifying the signatures of the taken database: exact or forged and 

a classification ratio of about 93% was obtained. And the minimized error 

percentages constitute an additional factor for the success of the verification 

system. 

The following are the procedures that are followed in testing the authentication 

of a signature using CNN: 

1. The m extension file in the code written in MATLAB is being run. The 

GUI of the developed offline signature verification tool using CNN is 

shown in the figure 4. 

2. The trained signature is selected and the tested signature is also selected 

as its dataset, then the validate signature button is selected to check the 

validity of the signature and the signature status is displayed as shown in 

figure 5  

3. When the check for forgery button is clicked, the system detects whether 

there is difference or no difference in the signatures by identifying their 

local features using CNN algorithm. If there is differences, the system 

gives an output of “INVALID” else it gives an output of “VALID” as 

shown in figure 5 and figure 6 
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Figure 4: The GUI of the Signature Verification Tool. 

 

 
Figure 5: Result for an Invalid Signature 

 

 
Figure 6: Result for a Valid Signature. 

 

CONCLUSION 

Convolutional Neural Networks differ to other forms of Neural Network in that 

instead of focusing on the entirety of the problem domain, knowledge about the 

specific type of input is exploited. This in turn allows for a much simpler 

network architecture to be set up. This paper has outlined the basic concepts of 
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Convolutional Neural Networks, explaining the layers required to build one and 

detailing how best to structure the network in most image analysis tasks. 

Research in the field of image analysis using neural networks has somewhat 

slowed in recent times. This is partly due to the incorrect belief surrounding the 

level of complexity and knowledge required to begin modelling these superbly 

powerful machine learning algorithms. 
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